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Unix Philosophy
• Introduced by Ken Thompson as a set of minimalist and modular software 

development approaches


• Emphasizes on building simple, modular, and extensible code that can be 
maintained and repurposed easily by developers other than its creators!


• Summarized Unix philosophy in the book: “A Quarter-Century of Unix” (in 1994):


• Write programs that do one thing and do it well


• Write programs that work together 


• Write programs that handle text streams, because that is the universal interface
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Unix Philosophy: Case Study

• Consider two Unix programs (i.e., applications):


• head: prints out the first lines of the input; “head -5 $FILE” prints out the 
first 5 lines of the $FILE 

• tail: prints out the last lines of the input; “tail -5 $FILE” prints out the last 
5 lines of the $FILE 

• Q: how can you use the two programs to print the 10th line of a file?
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Why Unix?

• Key to the success of the Unix Operating System: simplicity of the design 
and distribution of the source code


• Unix is simple (from “Linux Kernel Development 3rd Edition):


• Unix implements only hundreds of system calls (whereas others could 
have thousands)


• Modern systems like Linux use the Unix-based design, so learning Unix 
is crucial!
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User and Kernel Split
• In a computer system like Unix-based systems, applications and the OS kernel run in 

different hardware environments


• The environment defines the access to hardware resources


• Why do we need such a split?


• For now, you only need to know that applications run in the user space/mode and the OS 
kernel runs in the kernel space/mode 

• You’ll learn about what they are exactly in the Operating Systems and Computer 
Organization/Architecture course


• We’ll not explain them in details in today’s course, but if you are interested, feel free to 
talk to me after the course
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OS

User and Kernel Split

• Applications run in the user space/mode


• The OS kernel runs in the kernel space/
mode


• Goal of the split: to isolate access to 
hardware resources


• Question: applications and the OS kernel 
are isolated, how do they interact?
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OS

User and Kernel Split
• Applications make system calls to use 

services/features provided by the OS kernel


• The kernel defines the system calls 
interface, providing a set of system calls


• System calls can be made by the 
applications directly or the library


• Making a system call cause a trap from 
the user mode/space to the kernel mode/
space


• The OS kernel handles the system call, and 
return to the caller in user space 
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System Calls v.s. Function Calls
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System Calls Function Call

Decription
Application calls to the 

functions provided by the OS 
kernel

A program calls to 
predefined functions (ex: 

defined in a library)

Behavior
Cause switches from the 

user space/mode to kernel 
space/mode

Cause no space/mode 
switches

Performance Slow Fast
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User and Kernel Split - Case Study
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User and Kernel Split - Case Study
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What you have learned so far

• What is an Operating System


• The Unix architecture


• Basic concepts of:


• System call vs function call


• The kernel and user split
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What will be covered today?

• Services for application programs: (Chapter 1) 

• Unix standards (Chapter 2)


• File I/O (Chapter 3)
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Services for Application Programs

• Chapter 1:


• User Identification 

• Process Management


• Memory Management


• File/Directory Management
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User Identification in Unix
• Logging in (check ch 1.3, 6.2, and 6.3):


• The file /etc/passwd in your Unix System 
stores the system’s user account information:


• User ID, home directory, shell program, etc.


• The user password is stored in /etc/shadow 
(you need root permission to access the file)


• Good explanation of /etc/passwd: https://
www.cyberciti.biz/faq/understanding-
etcpasswd-file-format/ 


• Related shell command:


• passwd: change user password 
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Output of shell command: cat /etc/passwd

What does the “x” character specify here?

https://www.cyberciti.biz/faq/understanding-etcpasswd-file-format/
https://www.cyberciti.biz/faq/understanding-etcpasswd-file-format/
https://www.cyberciti.biz/faq/understanding-etcpasswd-file-format/
https://www.cyberciti.biz/faq/understanding-etcpasswd-file-format/
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Services for Application Programs

• Chapter 1:


• User Identification


• Process Management 

• Memory Management


• File/Directory Management
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• Program:


• An executable file stored on the disk


• Process:


• An executing instance of a program, or a running program


• The OS assigns a unique ID to each of the processes


• The ID is called the process ID


• Related shell command:


• ps: to report a snapshot of the current processes


• top: display processes

Programs and Processes

16

Spotify Process Safari Process

Disk

OS Kernel



CSIE2210 - Systems ProgrammingShih-Wei Li

Process Scheduling

• Unix systems rely on the OS kernel to 
schedule processes to run on CPUs


• A particular component called the 
“scheduler” in the kernel does the work 


• Why process scheduling?
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CPU0 CPU1 CPU2 CPU3

Who is next to run on the CPU?
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Process Scheduling
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Time-sharing: multiplex processes to run on a given CPU; 
these processes “share” the CPU time

CPU

Process Scheduler: 
(in the OS Kernel)
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Process Scheduling
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Process Life Cycle

A new process is 
created to run a 

program

The process is 
ready to run

The process is 
running

The process cannot run: many reasons, wait for from the 
user or the network, wait for signal, or simply has run 

too often (the OS kernel ensures fairness)

Exit
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Process Scheduling
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A new process is 
created to run a 

program

The process is 
ready to run

The process is 
running

The process cannot run

Exit

The OS kernel puts the 
process to the queue 

(ready queue or 
runqueue in Linux)
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Process Scheduling
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A new process is 
created to run a 

program

The process is 
ready to run

The process is 
running

The process cannot run

Exit

The scheduler picks the 
task to run on the CPU

CPU0



CSIE2210 - Systems ProgrammingShih-Wei Li

Process Scheduling
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A new process is 
created to run a 

program

The process is 
ready to run

The process is 
running

The process cannot run

Exit

The scheduler context 
switches the process on 

the CPU
CPU0

Context switch: the process 
of storing the execution 

context of a process; and 
restoring the execution 

context of a new process
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Process Scheduling
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A new process is 
created to run a 

program

The process is 
ready to run

The process is 
running

The process cannot run

Exit

The scheduler context 
switches the process on 

the CPU
CPU0

Question: what happens 
when you execute a 

command (like ls) in your 
shell?
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Process Input and Output

• Unix standardizes how a process inputs/outputs


• Why? To interact with users or external events (e.g., network events) 


• Ex: the shell program takes user input from the keyboard (or a remote 
network connection) and outputs to your terminal


• We’ll talk more about it when we introduce file I/Os (Chap. 3)
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Process Input and Output
• The input and output of Unix programs can 

be redirected:


• Pipe (“|”): sends the output of one 
process to the input of another


• e.g., “head file 5 | tail 1”


• Filter: a program that takes the output 
from another process as input and 
transforms the input in some way


• e.g., “ps aux | grep hello”
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$> ls -la | more 
$> cat file | wc 
$> man ksh | grep “history” 
$> ls -l | grep “bowman” | wc 
$> who | sort > current_users
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Services for Application Programs

• Chapter 1:


• User Identification


• Process Management


• Memory Management 

• File/Directory Management
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Process Memory Layout
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From: Operating Systems Concept 3rd Edition: Memory Layout of a C Program

We will come back 
to this in the 

course later (Ch. 7)
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Services for Application Programs

• Chapter 1:


• User Identification


• Process Management


• Memory Management


• File/Directory Management
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Unix File and Directory
• File:


• A sequence of bytes; with names, so you know how to refer to files


• Directory:


• A file that includes info on how to find other files


• Directories form a hierarchy in Unix; contains files and other directories


• Root directory: the top-most directory in a hierarchy (also called “/“)


• Home directory: the directory you will get to when you log in


• Pathnames:


• Absolute pathname: “/x/y/z”


• Relative pathname: “x/y/z” — the path is relative to the current directory
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Mount File Systems

• (a) file system before the mount in /mnt


• (b) file system after the mount in /mnt

30

Use command “mount” to 
show all mounted file systems!
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What will be covered today?

• Services for application programs: (Chapter 1)


• Unix standards (Chapter 2) 

• File I/O (Chapter 3)

31



CSIE2210 - Systems ProgrammingShih-Wei Li

Versions of Unix

• Unix was intended to be small, flexible, and portable


• Ken Thompson built Unix when porting of the game “Spec Travel” to 
the PDP-7 machine


• Unix was simpler Multics, a time-sharing operating system developed 
by Bell Labs — Ken Thompson used to work on Multics


• Most of the later Unix versions based on either System V and BSD
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Versions of Unix

33

Unix譜系 - from wikipedia
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Standardization
• Much work has gone into standardizing the Unix programming environment


• Why standardization? To define the specification that implementations 
must meet; ex: the standardization for different Unix and compiler 
implementations


• Reduce porting efforts: improves portability and reusability


• Standards for Unix programming environment:


• IEEE POSIX


• The Single Unix Specification (SUS)
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Standardization - IEEE POSIX
• POSIX (Portable Operating System Interface) is a family of standards initially developed by the IEEE 

(Institute of Electrical and Electronics Engineers)


• POSIX initially consists of a single document that defines: the core programming interface (includes 
process creation/control, signals, file operations, etc.)


• This version is IEEE Standard 1003.1, also called POSIX.1


• Later versions of POSIX grows into 19 separate documents, that include: shells and utilities (command 
interpreter, utility programs), and facilities for threading, networking, etc.


• This version is IEEE Standard 1003.2, also called POSIX.2


• An OS that implements the POSIX interface is “POSIX compliant”


• Programs and libraries that compile and run one POSIX compliant system should compile and run 
on other POSIX compliant systems
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Standardization - IEEE POSIX
• The POSIX specification includes both the required and optional headers


• Headers include: unistd.h, pwd.h, dirent.h, grp.h, fcntl.h, …
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From: Figure 2.2 (Required headers defined by the POSIX standard) 
- Advanced Programming in the UNIX Environment
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Standardization - Single Unix Specification (SUS)

• The superset of the POSIX.1 standard, consists of:


• Base specifications (equivalent to POSIX.1)


• X/Open System Interfaces (XSI): defines the optional interfaces, including file 
synchronization, thread attributes 


• The Open Group owns the SUS, which was released in 1994; the latest is version 4


• Formal definition of Unix systems: OS implementations that support the SUS


• macOS (since 10.5) was certified as a Unix system


• Most of the Linux distributions are not registered Unix systems (one notable exception 
is Huawei’s Euler OS); most of the Linux distributions are POSIX-compliant
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What will be covered today?

• Services for application programs: (Chapter 1)


• Unix standards (Chapter 2)


• File I/O (Chapter 3)
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Key Unix Design Principle

• In Unix, everything is a file: documents, executables, directories, 
keyboards, monitors, printers, network connections, etc.


• Why is this useful?


• The same functions can be used to access different types of “files”


• Simplify the manipulation of data and devices into a set of core system 
calls (open/read/write/lseek/close)
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許呈孺
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Unix functions for file management
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We will come back to this in the course later (Ch. 3)


